Accessing a State of Vermont SharePoint Site

A Guide for External Users

Thomas Randall Guide for External Users
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SECTION 1: OVERVIEW

The document outlines the process for accessing a State of Vermont SharePoint site as a guest user. This guide is
provided as a courtesy and may not depict the process for you with one hundred percent accuracy. If you require further
assistance, please reach out to the person who granted you access to the site.
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SECTION 2: ACCESS WITH AN MICROSOFT 365 ORGANIZATIONAL ACCOUNT

You will get an email from your contact at the State of Vermont. Click on the link in the email:
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On the login screen, select your organizational account.

7~ VERMONT

Pick an account

thomas@ngbx.onmicrosoft.com

IE Thomas Randall
Signed in

+ Ji¢ anOther account

If this is your first time logging in, please see Section 4 of this guide. Otherwise, you will be prompted to complete the

MFA method you previously setup.
|
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SECTION 3: ACCESS WITH ANOTHER TYPE OF PERSONAL OR ORGANIZATIONAL EMAIL ACCOUNT

When you are first invited to a State of Vermont SharePoint site, you will get a notification in your inbox from
SharePoint Online. (Note: this notification will sometimes end up in your spam folder.)
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Open the link in the email.

Randall, Thomas (he/him) wants to share ADS - AHS ECM External 8 e
Sharing Sandbox [External] D s
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Enter your email address on the sign-in screen.

»~~~VERMONT
Sign in

sov.test.thomas.randall@gmail.com

Can't access your account?

WARNING! BY ACCESSSING AND USING THIS
GOVERNMENT COMPUTER SYSTEM, YOU ARE
CONSENTING TO SYSTEM MONITORING FOR LAW
ENFORCEMENT AND OTHER PURPOSES.
UNAUTHORIZED USE OF, OR ACCESS TO, THIS
COMPUTER SYSTEM MAY SUBJECT YOU TO
CRIMINAL PROSECUTION AND PENALTIES

Q Sign-n options

. _____________________________________________________________________________________________________|
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A second email with a login code will be sent to your email.
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Copy and paste the code into your browser window.
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If this is your first time logging in, please see Section 4 of this guide. Otherwise, you will be prompted to complete the
MFA method you previously setup.
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SECTION 4: FIRST TIME LOGIN FOR ALL EMAIL TYPES

SECTION 4.1: REVIEW PERMISSIONS

The first time you log in as an external user, you will be prompted to review what permissions you are granting to the
State of Vermont. You must Accept this in order to access any SharePoint site shared with you.
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Review permissions

$ State of Vermont e ago. comcronoh (o

This resource is not shared by Microsoft.
The organization State of Vermont would ke to
VSN you In
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SECTION 4.2: SETTING UP MULTI-FACTOR AUTHENTICATION (MFA)

All users are required to set up Multi-Factor Authentication (MFA) in order to access a SharePoint site maintained by the
State of Vermont. This ensures the information is properly secured. When prompted, click Next to begin the setup.

7~ VERMONT

More information required

YOur OrganZation needs more information to keeg

o unt secure

WARNING! BY ACCESSSING AND USING THIS
GOVERNMENT COMPUTER SYSTEM, YOU ARE
CONSENTING TO SYSTEM MONITORING FOR LAW
ENFORCEMENT AND OTHER PURPOSES
UNAUTHORIZED USE OF, OR ACCESS TO, THiS
COMPUTER SYSTEM MAY SUBJECT YOU TO
CRIMINAL PROSECUTION AND PENALTIES
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You have three (3) options for your MFA method:

1. A push notification from the Microsoft Authenticator App.
2. A phone call or text message to a landline or cell phone.

3. Another authenticator app, such as Google Authenticator.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Other
Authenticator App
e Start by getting the app

On your phone, install the Micresoft Authenticator app. Download ngs

After you install the Microsoft Authentica

Microsoft
t p on you ice, choose "Next". Authenticator App
| I'want to use a different authenticator app i

=

Phone Call or
Text Message

| | want to set up a different method F -

SECTION 4.2.1: MICROSOFT AUTHENTICATOR APP

The following steps will walk you through how to configure the Microsoft Authenticator App.

On your phone, you will need to install the Microsoft Authenticator App.

Apple App Store
Google Play Store

Once installed, click on the + sign in the upper righthand corner.

2:03 PM

Authenticator

Azure AD
Thomas.Randall@vermont.gov
]
Ih
L]
[ L ®
Authenticator Passwords Addresses

. _____________________________________________________________________________________________________|
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https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator

Next, you will select: Work or school account. On the prompt that follows, select Scan QR Code You may need to allow
access to your camera.

ull Verizon T 2:03PM

wl Verizon 2:03PM 2:03 PM

4 Add account

£ Add account Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING? WHAT KIND OF ACCOUNT ARE YOU ADDING? 'WHAT KIND OF ACCOUNT ARE YOU ADDING?
HE [ 1= [ I

Personal account Personal account > Personal account >
| H L

= R — _ _

Other (Google, Facebook, etc.) - Other (Google, Facebook, etc.) > . Pbbns iR annla Canabanl atal >

“Authenticator” Would Like

to Access the Camera
Add work or school account May be needed to scan QR code to
add a new account

Sign in Scan QR code
Don't Allow OK

Back on your computer screen, click Next. A QR code will display on the screen. Point your phone at the screen until the
code is positioned in the box. It will scan automatically.

il Verizon & ol Verizon & 2:04 PM

<

£ Scan QR code

Your account provider will display a QR code Your account provider will display a QR code

Or enter code manually

On your computer, click the Next box.
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Keep your account secure

YOUr OrGANIZAtION reQUATes yOu 10 1et U the fOBOWING Methods of Proving who you are

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app 10 5can the QR code. Ths will connect the Mxrosoft Authenticator
0P With your account

After you scan the QR code. choose “Next

This completes setup of the Microsoft Authenticator App.

A prompt will now appear on your computer with a two-digit code:

BS Microsoft
-
Approve sign in request

@ Open your Authenticator app, and enter the
number shown to sign in.

/3

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now)

More information
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Enter this code on the prompt in the Microsoft Authenticator App on your phone:

o VIW Wi-Fl 10:36 AM

<

State of Vermont

Are you trying to sign in?

No, it's not me
[R .
Q Change password
K= Update security info

1

4

GHI

7

This completes setup of the Microsoft Authenticator App. You will now be directed to the SharePoint site.
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